IT Infrastructure Profiles &
Connectathon tests

Profiles included here:

XDS.b — Cross-Enterprise Doc Sharing

XDR — Cross-Enterprise Doc Reliable
Interchange

XDM — Cross-Enterprise Doc Media
Interchange

MPQ — Multi-patient Queries
DSUB — Doc Metadata Subscription
MHD — Mobile access to Health Docs

XCA — Cross Community Access (and XCA-I
from Radiology)

XCPD — Cross Community Patient Discovery
XCF — Cross Community Fetch

ATNA — Audit Trail & Node Authentication
BPPC — Basic Patient Privacy Consents

DSG — Digital Signature

XUA — Cross-Enterprise User Assertion
DEN — Document Encryption
PDQ/PDQyv3 — Patient Demog Query
PIX/PIXv3 — Patient ID Cross-Ref for MPI
PAM — Patient Admin Mgmt

SVS — Sharing Value Sets

HPD — Healthcare Provider Directory
CSD — Care Services Discovery

RID — Retrieve Information for Display

XDS-SD — Cross-Enterprise Sharing of
Scanned Documents



XDS.b — Cross-Enterprise Document Sharing

XDR option tests:
XDS.b_Source Do _This_First
XDS.b_Registry_Do_This_First
XDS.b_Repository_Do_This_First

‘ Patient Identity Source ‘

XDS.b_Simple HL7v2_ Feed
Patient [dentity Feed [IT1-8] XDS. b_Si m pIe_H L7V3_F66d

Patient [dentity Feed HLTVS [IT1-42) -

Regmstry Stored Query
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XDS.b_Consumer_Query |Retrieve

XDS.b _iDoc_Source_Stores_Document i T Register Document Set — b [IT1-42] .
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XDS.b_Integrated Source Registers_Document
XDS.b Integrated Repository Retrieve

Figure 10.1-1b Cross-Enterprise Document Sharing - b (XDS.b) Diagram



XDS.b — (cont.)

XDS.b option tests:

Async tests

Doc Addendum, Replace, Transformation
Folder Management
XDS.b_Delayed Doc Assembly
XDS.b_On-Demand_Docs
XDS.b_MU_DocEntry _Update

XDS.b_MU _availabilityStat_Update
XDS.b_MU_Delete_Metadata

XDR Source Recipient _LtdMetadata
BPPC _Source Enforcement

BPPC _Consumer_Enforcement & Proof
(BPPC_1°t Read Privacy_Policy)




XDR — Cross-Enterprise Document Reliable Interchange

XDR_Doc_Source_Recipient

Document Provide and Register Document Set-b [IT1-41] —»

Document

Source Recipient

Figure 15.1-1 XDR Actor Diagram

XDR option tests:

XDR MU _Doc Entry Update
XDR_MU_Delete _Metadata

XDR _Source Recipient _LtdMetadata
BPPC Source Enforcement

BPPC Recipient_Enforcement
(BPPC 1t Read Privacy_Policy)




XDM - Cross-Enterprise Document Media Interchange

XDM_Import_Media (CD-R or USB)
XDM_Zip_over_Email
XDM_ZIP_over_Email _Response

: Distribute D t Set on Media [ITI-32 :
Portable Media Creator aclodi el ) = Portable Media Importer

XDM_Create_Media  Figure 16.1-1 XDM Actor Diagram

XDM option tests:
BPPC _PMC Enforcement
BPPC_PMI_Enforcement




MPQ — Multi-Patient Queries

MPQ_Consumer_Queries_Registry
MPQ_Query_Async_Option

Multi-Patient Stored Query

[ITI-51] <
Document Registry Document Consumer

MPQ]J Registry_Setup

Figure 25.1-1. Multi-Patient Queries Actor Diagram



Document Metadata DSUB _ Document Metadata
R Subscription

. VwDocument Metadata
DSUB_Publish Publish [I'TI-54]

DSUB_Gateway_Notify (w/ XCA)
DSUB_Registry Notify (w/ XDS.b)

Document Metadata Document Metadata
Notification Broker 3D ent Metadat Notification Recipient
Nonfy [I'TI 52]
. Notification Pull Point
DSUB_Su bscribe ADocamment Metadata
Subscribe [IT1 53]

Document Metadata

Subscriber DSUB_Puller_PullPoint

= Create Destroy Pull
Point [IT1 69|

Notification Puller

2 Pull Notificabion [IT1-70]



MHD — Mobile access to Health Documents

Document Source

Put Document Dossier |[ITI-65] +

MHD_Recipient

Document Consumer

MHD_Find_Doc_Ddgssi

MHD_Get_Doc_Do

MHD_Get_Documgnt

Document Recipient

rs

D
ssie{r

+ Get Document Dossier [ITI-66]
+ Find Document Dossiers [ITI-67]

+ Get Document [ITI-68]

Document Responder

Figure 33.1-1: MHD Actor Diagram



1.3.6.1.4.1.21367.13.20.3000 assigning 1.3.6.1.4.1.21367.13.20.1000
authority assigning authority Patient

ID feed

Sources
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Registry
/ N
/ I
Repos. Repos.
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Sources
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XCA — Cross-Community Access

XCA Read This_First

[nitiating Community
Registry Stored
Query [ITI-18] v

Responding Community

E Document E :
. Consumer sRetrieve Document
EI...I...I...I..I..I...: Sst 1[1.43] it
XCA_Init._ GW_XDSAffinityDdmainOpt Cross Gateway
- = - Query [IT1-38]2>
Initiating Responding
N Gateway
Gateway ’
Cross Gateway
Retneve [1T1-39]
-
XCA Query_and_Retrieve
XCA Query _and_Retrieve_Async
XCA On-Demand_Docs (option-based test)

Figure 18.1-1. XCA Actor Diagram




XCA-I — Cross-Community Access for Imaging

XCA _Read This_First

Initiating Community

XDS.b Document

XDS.b Document

Cross Gateway
Query [ITI-38]=2>

Responding Community

XDS.b Document

XDS.b Document

Cross Gateway
Retrieve [ITI-39] 2

Repository Registry
T Retrieve N Registry Stored
Document Set Query [ITI-18]
[1TI-43]
-
Registry Stored XCA
Do)::zfl;znt Query [ITI-18] =2 Initiating
Consumer Retrieve Gateway
 Smm— Document Set
Imaging [ITI-43] =2 o
Initiating
Decument Imaging
Consumer Gateway

XDIS-XCA_homeCommunitylD

X{
X{

CA-1_Cross-GW-Ret
CA-l Retrieve Asyn

Retrieve Imaging Document Set[RAD-69]

-
XCA-l_Init_Community_Retrieve

Cross Gateway Retrieve
Imaging Document Set
[RAD-75]=2>

XCA-l_Resp_Community_RetrieveRAD-6{ ~

Registry Repository
D Registry Stored M Retrieve
Query [ITI-18] Document Set
' [ITI-43]
4
XCA
Responding
Gateway
Fiqee
¢ Responding N
Imaging
Gateway
Retrieve Imaging Document pet

Imaging Document
Source




XCPD — Cross-Community Patient Discovery

Initiating Responding

C it Cross Gateway C it
ommunity Patient Discovery ommumnty

[ITI-55]2>
XCPD_Patient_Discovery
XCPD_Patient_Discovery JAsync

Responding

Gateway
XCPD_RespondingJGW Setup

Initiating
Gateway Patient Location
Query [ITI-56] 2>

XCPD_Health _Data_Locafor_Option

Option tests:
XCPD_Deferred Response_Option

Figure 27.1-1 XCPD Actor Diagram



XCF — Cross-Community Fetch

Initiating Gateway

- Cross Gateway Fetch [IT-63]

XCF_Cross-Community-Fetch
XCF_Cross-Community-Fetch_Async

Responding Gateway




ATNA — Audit Trail & Node Authentication

Time Server I—

Secure Node

grouped with
Any IHE Actor

$ITI-1:
Maintain Time

ITI-20: Record Audit E\%ﬂ

ATkIA_Logging
ATNA_Audit._Msg_Check

Secure Node
grouped with

ITI-19: Node
Authentication $

PHI Application

Audit Repository

<> ITI-20: Record |

ATNA_Authenticate_with_Client & Server
Tests for other profiles that require ATNA includeg TLS

Secure Node
grouped with

ITI-20: Record Audit Event™

Audit Event

2

Any IHE Actor

Test ATNA_Questionnaire is
also required of all Secure

Node & Secure Application
actors



BPPC — Basic Patient Privacy Consents

BPPC_1%t Read_ Privacy Policy

BPPC_Consumer_Process_Consent
BPPC_Constent_Consumer_View_Opt

Content Content
Creator Consumer

BPPC_Create_Consent_Doc
Figure 19.3-1 BPPC Actor Diagram



DSG — Digital Signature

DSG_SubmitSignedDocument

Content
Consumer

Share Content

—_—

Content
Creator

DSG_CreateSignedDocument



XUA — Cross-Enterprise User Assertion

XUA option tests:
____________ o atadidt R AR L XUA_AuthzConsent
XUA_PurposeOfUse

|
User Authentication : X-Assertion Provider

[
' !
[ .
: Flosirbois . (Tiani- SplrltEHR) : XUA _SubjectRole
u—--—.} ------- L———:—;;-—r———:‘;‘.~
Authenticate user .-~ ’ N
' L% ’ S

’ b
’ N

otha( Assertion transactions

I

Get X-User A,Ssemon ‘
', , XUA_Transaction_with AsseTtlon i

\
! ’

,' XUA Policy Test \
’ XUA_Restrict_Access i J
Provide X-User Assertion [ITI-40)} -

B b o
Other Actor . Web-Services based Transactions : Other Actor -
“““““““ (e.g. XDS.b Registry Stored Query) et ol et d el ot et ok

Figure 13.4-1 Cross-Enterprise User Assertion Actor Diagram



DEN — Document Encryption

DEN_w_Pre-shared_Key and_AES-192
DEN_with_Certificate_and AES-128
DEN_with_Password_and_ AES_256

Content Creator t@;;mjjrjl}/ Content Consumer




PDQ - Patient Demographics Query

(PDQv3 follows the same model)
PDQ_Load

Patient Demographics
Supplier

PDQ|Demog_and_Visit_Query
Patient
Demographics

Query [ITI-21] T

PDQ_Exact_Name
PDQ_Multiple JQuery

T Patient Demographics and
Visit Query [ITI-22]

PDQ_Continuagion_Tedt

Patient Demographics
Consumer

Option tests:
PDQ PDO Load
PDQ _PDO Query_with Twin_Data




PIX — Patient Identifier Cross-referencing for MPI

(PIXv3 follows the

same model)

Patient Identity Source

Patient Identifier

Cross-reference
Consumer

: . PIX| Feed
Patient Identity
Management Patient Identity Feed
HL7 V2.5 [ITI-30]+ [ITI-8)Y

PIX_PDO_Source_to PIX_ Mg

Patient Identifier Cross-

l PIX Query [ITI-9]
T PIX Update Notification [ITI-10]

PIX] Client
PIY CLIENT _Upd_Notif Option

reference Manager

PIX_Seed Mgr
PIX_Mgr_Configuration

Option tests:
PIX_PDO _Source Loads Twin_Data
PIX_PDO _Query




PAM — Patient Administration Management

[Patvent Desnographics ] —  Patient Identity Management [ITI — 030] r Patient Demographncs]
Supplier e Consumer
J PAM _I|dentification_Management l
Patient Encounter ] - Patient Encounter Management [ITI-031) ( Patient Encounter
|
i ) PAM_Encounter_Management | ST

PAM_Preadmission
PAM_Movement_Manager

Figure 14.1-1 Patient Administration Management Actor Diagram



SVS - Sharing Value Sets

SVS Retrieve Value_Sets HTTP
SVS_Retrieve_Value_Sets SOAP

Retneve Value Set
[IT1-48]

Value Set Value Set
Repository Consumer
SVS_Load_Repository

L )

Retneve Muluple Value
Sets [ITI-60]

SVS _Retrieve_Multiple_Value_Sets

Figure 21.1-1 SVS Actor Diagram



HPD — Healthcare Provider Directory

HPD_Provider_Info_Feed

—» Provider
Information Feed

[1T1-59] Provider Information HPD_Directory_Setup
= Directory

Provider Information
Source

Provider Information

Query

[1ri-ss) T
HPD_Provider_Info_Query

Provider Information
Consumer

Figure 28.1-1 HPD Profile Actor Diagram



CSD — Care Services Discovery

CSD_Directory _Do_This_First

[ITI-73) Find Matching [ITI-74] Query for
e Services Care Services | Updated Services Care Services
Service Finder > > :
InfoManager Directory
CSD_Find_Matching_Services CSD_InfoManager_Polling

CSD_Query_for_Updated_Services
[ITI-75) Query for FreeBusy

CSD_Query_For_FreeBusy (future)

Service
Availability

Figure 35.1-1: CSD Profile Actor Diagram



RID_Integrated Display

RID — Retrieve Information for Display

RID_SummaryRequest

RID ListRequest

Retneve Speailic Info for Display [171-11]

RID_LoadInformationSourc

- ﬂ 'C
Display Information
Retroeve Docament for Dusplay (171-12] Source
ﬁ

RID_RetrieveDocument

RID_UnknownPatient

Figure 3.1-1. Retrieve Information for Display Actor Diagram

Transaction [1T1-11] is reguired if one of the following Options is selected by the Information

Source Actor (See ITI TF-1: 3.2):

|

Summary of Laboratory Reports

Summary of Radiology Reports

Summary of All Reports N
|
|
|

Summary of Cardiology Reports

Summary of Surgery Reports
Summary of Inteasive Care x.-p;&DS

Summary of Emergency Reports

Summary of Discharge Reports

[ List of Allergics and Adverse Reactions

|

Summary of Presceniptions

List of Medications



XDS-SD — Cross-Enterprise Sharing of Scanned Documents

XDSSD_Process_PDF
XDSSD_Process_Text

R ey

Content /‘ Share Content )\ Content
Creator e ) Consumer

Figure 20.2-1. Scanned Documents Actor Diagram

XDSSD _Create PDF_or_Text



