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What is the OpenHIM?

Open Health Information Mediator
Middleware component

Acts as the lock within an HIE
Open source

Eases integration between disparate information

systems - linking client and infrastructure components

o Handles common functions

o Single point of communication

o Message transformations and orchestration via
mediators



Where does the OpenHIM fit within

an HIE?
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An example - The Rwandan Health Information Exchange (RHIE)



History of the OpenHIM

e OpenHIM was first introduced for the RHIE
in 2012 - OpenHIM v1

o Built using Mule ESB and written in Java
e Later revised the architecture to split out the
RHIE specific code - Dawn of OpenHIM v2
e Designed OpenHIM v2 from the ground up
for OpenHIE (early 2014 - present)

o Uses node.js
o Faster, more secure, quicker to develop
o https://github.com/jembi/openhim-core-|s



https://github.com/jembi/openhim-core-js
https://github.com/jembi/openhim-core-js
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OpenHIM Dashboard

»ﬂ[}ﬁﬂHlM Admin Console
#A Dashboard
A Dashboard

Transaction log

Audit log

Active Channels (Today):
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Total Transactions (Today):
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Average Response Time (Today):

16.64 ms

A root@openhim.org~
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Key function of
the OpenHIM is to
give you a view
into what is
happening within
your HIE



OpenHIM transaction log

%ﬂﬂBnHlM Admin Console

2 root@openhim.org ~
Transactions Log

220penHIM  Admin Console
Togge Advanced Filrs = Transaction #5555ef0b9b9d892d17e28918

Transaction log

Transaction log

ID 5555ef0bOb9d892d17e28918
Channel: @ Date Range: @
Status: Successful
Don't fiter v Dontfiter N to
Channel:
: Authorized Client:
C Re-run Selected Transactions C Re-run all transaction that match current filters .
#  HTTP Method Patn Request Params Channel

el

fbenchibasiciget OpenHIM Bench - Basic GI

2 eET Menchibasiciget OpentiMBeone-Basic6l A Visualizer Status: 201

s eer penchbasiciget OpenHIM Bench - Basic GI Timestamp: 2015-05-15 15:05:17 +0200
4 GET Ibenchibasiciget ©OpenHIM Bench - Basic G Headers

5 post Penchbasicpost Opentil Bench - Basic P Body:

s posT tbenchibasicipost OpentIM Bench - Basic Pt

7 posT enchibasicipost OpenHIM Benh - Basic P(

s cer penchbasiciget OpentIM Bench - Basic GI

s cer tenchubasiciget OpentIM Bench - Basic GI

0 cer enchibasiciget OpenHIM Bench - Basic 61

C Re-run Selected Transactions

:To>
OpentiM Administration Console
Copyright 2015 Jembi Health Systems NPC
Powered by OpenHiM
View technical details about _ ' "
. Orchestrations:
the transaction (messages)
. MHD to XDS.b mediator request POST Ixdsrepository 200
flowing through your HIE
Document Set.b contents
PIX Resolve Enterprise Identifier
PIX Resolve Enterprise |dentifier
PIX Create Patient Demographic
. .
Filter transactions by a
y PIX Resolve Enterprise |dentifier
. .
number of different fields
XDS.b Repository POST lopenmrs/ms/xdsrepository 200

OpenHIM Administration Console
Copyright 2015 Jembi Health Sysiems NPC

A root@openhim.org ~

View Full Response Body

Response Time
2015-05-15 15:05:17 +0200

2015-05-15 15:05:15 +0200

2015-05-15 15:05:15 +0200
2015-05-15 15:05:15 +0200

2015-05-15 15:05:15 +0200

2015-05-15 15:05:15 +0200
2015-05-15 15:05:15 +0200

2015-05-15 15:05:17 +0200



Visualizing transactions

MDEHHIM Admln ConSOIe A root@openhim.org ~
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OpenHIM Bench - Basic GET Test

OpenHIM Administration Console
Copyright 2015 Jembi Health Systems NPC




How is the OpenHIM configured to
route transactions?

Need to setup 3 things:

e Clients
o A clientis a system that wants to connect to the HIE. eg. a
EMR system

o Adding a client enables them to access the HIE
e Channels
o A channel matches a message type and forwards that
message to one or more routes
o Describes which client are authorised to access the channel
e Routes
o A route describes an endpoint to another system where a
message should be forwarded to. eg. A shared health record or
a client registry



OpenHIM clients and channels

>3 Edit a channel

* Indicates a required field
** Indicates one or the other field may be supplied - Not both

Access Control Content Matching Routes Settings

Basic Info

* Channel name
OpenHIM Bench - Basic POST Test

* URL Pattern

[#] Auto-add (]
regex delimiters

* | |bench/basic/post $

Description

OpenHIM Bench - Basic POST Test

Channel Type

HTTP P TLS  Polir

Edit a client

Authentication Type o

ate | Public

* Indicates a required field
** Indicates one of the fields are required

Whitelisted IP addresses @

* Client ID * Client Name

testTisClient testTIsClient

Whitelisted IP addresses

Domain

>3 Edit a channel

test-client jembi.org

* Indicates a required fisld
** Indicates one or the other field may be supplied - Mot both

Basic Info Access Control Content Maiching Alerts Settings

Routes

* Roles

x test

Enter a role and press enter...

** Basic Auth Password Confirm Password

Set/change password.. Confirm password

Name | Primary

Basic POST # localhost 6050

Type | Secured Host | Port Path/Transform

** Client certificate

No client certificate

Add Mediator Route



The OpenHIM as the lock for an HIE

The OpenHIM act as the lock by fully
supporting the IHE ATNA profile:

e Audit Trail (AT)

o The OpenHIM includes an Audit Repository which
allows systems to audit their actions.

e Node Authentication (NA)

o The OpenHIM includes easy TLS certificate
management capabilities to keep your HIE secure
and even allows you to generate your own
self-signed certificates.



OpenHIM Audit Repository

»‘ﬂpenHlM Admin Console
Dashboeard
W Audit Log

>

E Transaction log

i Fi List Settings
Audit log
fif Clients Toggle Advanced Filters
32 Channels Filter by Patient:
Patient ID: @ (] Assigning Authority |
C Tasks
A Visualizer
= Contact Lists # Ewent Action / Outcome Event Type
. 1 Read (R)/ Success (0) ITI-41 { IHE Transactions ) - Provide and
o
& Mediators Register Document Set-b
A1 Users 2 Execute (E) / Success (0) ITI-8 { IHE Transactions ) - PIX Query
# Certificates 3 Execute (E) / Succass (0) ITI-8 { IHE Transactions ) - PIX Query
4 Create (C) / Success (0) ITI-8 { IHE Transactions } - Patient Identity
#* Export/lmport Feed
5 Execute (E) / Minor Failure (4) ITI-9 { IHE Transactions ) - PIX Query
6 Execute (E) / Minor Failure (4) ITI-8 { IHE Transactions ) - PIX Query
7 Create (C) / Success (0) ITI41 { IHE Transactions ) - Provide and
Register Document Setb
8 Execute (E) / Minor Failure (4) ITI-9 { IHE Transactions ) - PIX Query
9 Execute (E) / Minor Failure (4) ITI-8 { IHE Transactions ) - PIX Query
10 Create (C) / Success (0) ITI-41 { IHE Transactions ) - Provide and

£ Load 10 more results

Register Document Set-b

OpenHIM Administration
Copyright 2015 Jembi Health
Powered by Opent
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Dashboard

Transaction log

Audit log
Clients
Channels
Tasks
Visualizer
Contact Lists
Mediators
Users
Certificates

Export/import

A root@openhim.org +

W Audit #5555ef0b9b9d892d 17628926

View Raw Audit Message

Event Time

2015-05-15

5 +0200

Event Action / Outcome Event Type
Create (C) / Success (0) ITI-8 ( IHE Transactions ) - Patient Identity Feed
Event ID
110110 ( Patient Record ) - DCM

Audit Source

Audit Source ID
openhim

Active Participant

#1 User ID Alt. User ID Is Requesior Network Access Paint
penhi diator-ohie-xds|openhi 8469 true 127.0.1.1
Role ID
110153 ( DCM ) - Source
#2 User ID Alt. User ID Is Requestor Network Access Point Role ID
pix|pix 2100 false localhost 110152 ( DCM ) - Destination
Participant Object
Object ID Object Type Code / Rale Object ID Type Code
7612241234567 *ZAF NI 1i1 2 ( RFC-3881 ) - PatientNumber
Object ID Object Type Code / Role Obiject ID Type Code
470a65e3-d9f5-420a-bafe-eaf3e2b9903d 2/24 ITI-8 ( IHE Transactions ) - PIX Query

Object Detail Type
MSH-10

Object Detail Value
NTFjYzBmNDctY2M2Zi0ONDc5LWI4YWQtMzdIY2MxOTNiMWVI

Object Query

w Object Query

©OpenHIM Administration Cansole
Copyright 2015 Jembi Health Systems NPC
Powered by OpenHiM



OpenHIM Certificate managemen

220penHIM Admin Console PR
"o ¥ Certificates

Server Certificate

— @ Your Server Certificate and Server Key Match!

Common Name: byo zw

: Organization Byo

i Organization Unit T

Country 2w

Me State Matebeleland North

1 Locality Bulawayo
Email Address admin@byo.zw

# Certificates
Validity Start: 2015-04-10 11:53:59 +0200

End: 2016-04-09 11:53:53 +0200

Certificate ——BEGIN CERTIFICATE-——
MIIChTCCA84CCQDbGPOPs69azANBgkghkiGSwDBAQsFADCBhELMAKGATUEBhMC
WicxGzAZBgNVBAGMEK 1hdGVIZWxIbGFuZCBOb3J0aDERMABGA 1UEBWWIQnVsYXdh
eWBxDDAKBgNVBAOMAQJSbzEL MAKGA 1 UECWWCSVQxDzANBgNVBAMMBmMJSby56dzED
MBKGCSqGSIb3DQEJARYMYWRtaWSAYnivLnp3MBAXDTE 1 MDQXMDASNTM10VoXDTE2
MDQWOTASNTM10VowgYYxCzAJBONVBAYTAIDXMRSWGQYDVQQIDBINYXRIYMVSZWith
bmQgTmOydGoxETAPBgNVBACMCEJ1bGF3YXIvMQuwCgYDVQQKDANCeWBXCZAJBgNY

BAsMAKIUMQ8wDQYDVQQDDAZieWSuencxGzAZBakghkiGIwOBCQEWDGFkbWIuQGJ5 bds
huSRdzCRnzANRakohkiGOwNRANEEA ADRINAWOYKCaYEANnACDY] ReIRK W ZnwSEy )
Upload Server Certificate Upload Server Key
Drop your certificate file here or click to upload Drop your certificate key file here or click to upload

Enter a passphrase (If required)

Submit Passphrase

Trusted Certificates =+ Create Client Certificate

# Common Name o] izati Or ization Unit Country / State / Locality Email Address Validity

1 tis-test Jembi HIsSD ZA | KZN / Durban tis-test@jembi.org Start: 2015-04-24 10:46:00 +0200 n
End: 2016-04-23 10:46:00 +0200

Drop your certificate file here or click to upload



Basic architecture

Infrastructure services (Health worker registry etc.)

OpenHIM
“ R 4 R
REST API OpenHIM
OpenHIM core > console user
interface
- A / " /
Configure the
OpenHIM to
Requests from PoS systems m_arfwag? th? HIE
(EMRs, Pharmacy systems etc.) Infrastructure



Extending the OpenHIM

What are Mediators?

e Mediators allow additional functionality to be
added to the OpenHIM

e Micro services running independently from
the OpenHIM-Core

e Mediators allow you to:
o Adapt messages to a different format
o Orchestrate messages
o Anything else you want

e Three types:
o Pass-through - Accepts requests and passes on
unchanged
o Adaptor - Transforms/Adapts request for destination
o Orchestrator - Performs business functions using the
request



OpenHIM Components

Infrastructure services (Health worker registry etc.)

Rl

Mediators can ™

also communicate
back with core

Mediators
OpenHIM
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interface
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Requests from PoS systems

(EMRs, Pharmacy systems etc.)

l

View information

about transaction

including what the
mediators are doing



What do mediators report to the
core?

e Registration info
o Information about the mediator and where it lives
o Default configuration for the OpenHIM core

e T[ransaction metadata

o Request and response data
o Orchestration data
o Transaction properties

e Metrics (optional)
o Mediator specific metrics

For more info see:

http://openhim.readthedocs.org/en/latest/dev-quide/mediators.html



http://openhim.readthedocs.org/en/latest/dev-guide/mediators.html
http://openhim.readthedocs.org/en/latest/dev-guide/mediators.html

OpenHIM scalability

Registry/Service Registry/Service Registry/Service

Interoperability Layer

>20penHIM
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Where is the OpenHIM being used?

A few of the production Implementations of the
OpenHIM:

e Aggregate Data Exchange, Western Cape, South Africa
BID Project, Tanzania

DATIM Global

DATIM Node

HITRAC - Zimbabwe

MOASIS, Mozambique

MomConnect, South Africa

mHero, Liberia



Finding out more

www.openhim.org and

ttp://openhim.readthedocs.org

e [atest releases

e [eatures

e Tutorials

e Links to getinvolved

OpenHIE Interoperability layer
community

e https://wiki.ohie.org/display/SU
B/Interoperability+Layer+Comm
unit

e If you are interested, come join
our community!

>2tpenHIM

Facilitating interoperability between disparate
Health Information Systems.

Download! Deploy! Enjoy!

The latest OpenHIM distribution Deploy the OpenHIM package on your Enjoy the power and flexibiity of the
OpenHiM

package.

server.

What is the OpenHIM?

The Open Healh Information Mediator (OpenHiM)is a
middieware software component designed to ease
interoperability between disparate information systems. It
provides a security communications and data governance as
well as support for routing, orchestrating and translating
messages as they flow between systems. The HIM can be
though of as the "lock" within a health information exchange.

Get involved!

If you would like to ask some questions or hold some
discussions around the OpenHIM project please feel free to
contact us on the OpenHIM mailing list.

This group is for people wanting to implement the OpenHIM
software for their own use case and for discussion of how you
can start using this software now.

Read More

Latest OpenHIM News

OpenHIM v1.2 released!

This new minor release of the OpenHIM contains a few
significant new features and many smaller features, bug
fixes and performance enhancements. The main feature
that we are pretty excited about s full ATNA repository
support! The OpenHIM is spit

# Ryan Crichion ¢4 Aprii 30,2015

OpenHIM 1.0 Released!

After many months of hard work, the OpenHIM v1.0 has
been released! This release bring many new features and
bug fixes. Some of the key features include the following: A
new mediator plugin architecture Daily or weekly summary
reports Enhanced

Read More >

# admin {4 November 24, 2014

Copyright 2015 Jes

Features

+ Provides a single entry point for a HIE.
- Provid ty through

authorization and encryption and decryption of messages.
Routes messages to the appropriate infrastructure service.
Provides a central logging mechanism for the messages
sent through the exchange.

Provides a mediator plugin architecture to enable messages
10 be orchestrated or adapted if need be.

= Provide metrics for monitoring the flow of messages.

About

‘The OpenHIM is developed and maintained by Jembi Health
Systems NPC. It was developed in collaboration with the HEAL
Iab at the University of KwaZulu-Natal along with various open
source collaborators.

Development is funded under PEPFAR's HI-PPP initative.

OpenHIM v1.1 released!
We are proud to announce the v1.1 release of the OpenHIM
core and the accompanying admin console! This is quite a

large release focussing on securlty and features that make
managing an HIE easier for the user. Here are the

# Ryan Crichton £ February 26, 2015

Our new logo!
The OpenHIM project has got itself a shiny new logo. We

hope that you like it as much as we do. Let us know what
you think below.

# amin (9 sanuary 16,2015

i Heath Systems NPC.

ered by OperHIN
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References

e BID Project, Tanzania
o http://bidinitiative.org/
e HITRAC - Zimbabwe
o https://www.hitrac.co.zw/
e mOASIS, Mozambique
o https://www.moasis.org.mz/en/
e MomConnect, South Africa
o http://www.health.gov.za/index.php/mom-connect
e mHero, Liberia
o http://www.mhero.org/learn-more
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Thank you Q&A

Mozambique

Avenida Julius Nyerere no 3326 South Africa
Condominio Diplomatic Village
Casa numero um

Maputo
POSTAL Postnet Suite 280, Private Bag X26,
Rwanda Tokai 7966, South Africa
Kacyiru Road TEL  +27 (0)21 701 0939
Plot Number 1760 FAX +27 (0)21 701 1979

EMAIL info@jembi.org
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